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Abstract 

This study introduces a novel lightweight Digital Imaging and Communications in Medicine (DICOM) image 

encryption algorithm for healthcare Internet of Things (IoT) systems. The proposed algorithm, named Modified 

PRESENT-Chaotic Block Permutation Encryption for DICOM Images, was subjected to extensive simulation and 

evaluation against the PRESENT, SIMON, and LEA algorithms. The evaluation metrics for the proposed model 

include a Peak Signal-to-Noise Ratio (PSNR) of 4.892, a vertical correlation of 0.0182, a horizontal correlation of 

-0.0132, a diagonal correlation of 0.0625, a Structural Similarity Index (SSIM) of 0.175, an entropy of 15.469, and 

a Unified Average Change Intensity (UACI) of 33.362. These results demonstrate the proposed model's effectiveness 

in maintaining image quality and providing robust encryption, making it a suitable candidate for DICOM image 

encryption in healthcare applications. The benefits of this improved encryption method extend to stakeholders and 

manufacturers, offering enhanced security for sensitive healthcare information while ensuring high performance 

and efficiency in IoT systems. This advancement not only protects patient data but also supports the seamless 

integration of secure image encryption in various healthcare technologies 
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1. Introduction  
 

The rise of Internet of Things (IoT) devices has transformed numerous sectors, including healthcare, by 

streamlining data transmission and communication (Javaid et al., 2023). Within healthcare, managing 

sensitive data, particularly Digital Imaging and Communications in Medicine (DICOM) images, poses 

significant challenges due to insufficient security measures (Devi, 2023). While encryption and 

watermarking techniques have been utilized, traditional methods often prove inadequate in ensuring robust 

security (Rajendran & Doraipandian, 2024). This paper delves into the shift towards lightweight DICOM 

image encryption for IoT systems in healthcare, elucidating the constraints of current approaches and 

advocating for enhanced security measures. IoT devices have seamlessly integrated into modern healthcare 

systems, enabling remote patient monitoring, telemedicine, and data collection (Alshamrani,2022). These 

devices empower healthcare professionals to access real-time patient data, streamline operations, and 

enhance patient outcomes (Hatem et al., 2023). However, the widespread adoption of IoT devices raises 
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concerns regarding data security and privacy, especially concerning the transmission and storage of 

sensitive medical information such as DICOM images (Affia et al., 2023). Traditional approaches to 

securing healthcare IoT devices predominantly rely on encryption and watermarking methods. Encryption 

algorithms encode DICOM images to ensure confidentiality during transmission and storage, while 

watermarking techniques embed unique identifiers for authentication and tracking (Lee & Evans, 2023).  

Despite providing a basic level of security, these methods exhibit limitations, including computational 

overhead, resource constraints, and susceptibility to sophisticated cyberattacks (Patel & Zhang, 2022). 

Recognizing the deficiencies of traditional encryption methods, there is a growing emphasis on lightweight 

techniques tailored to the resource constraints of IoT devices in healthcare (AbdulRaheem et al., 2022). 

Lightweight algorithms offer low power consumption, high performance, and cost-effectiveness, rendering 

them ideal for deployment in embedded systems (Xie et al, 2024). These algorithms, often dubbed as 

"ultralight," leverage fixed-length bits and symmetric keys to execute transformations through substitution 

and permutation networks, necessitating minimal computational resources (Hatem, Hameedi  & Hasoon, 

2023). Despite their advantages, lightweight encryption algorithms encounter challenges such as 

susceptibility to attacks compared to established cryptographic algorithms like AES (Isaac et al., 2023) .  

Effective key management is imperative in IoT environments to prevent unauthorized access to 

sensitive medical image data (Rao & Deebak, 2023; Bhagat et al., 2023). Furthermore, the security of 

encryption heavily relies on specific algorithms used, including chaotic sequences for permutation and 

lightweight encryption algorithms, making them vulnerable to exploitation (Hosny et al., 2023). 

Additionally, lightweight encryption algorithms may lack resilience to advanced cryptographic attacks 

compared to established algorithms (Thabit et al., 2023). The transition towards enhanced lightweight 

DICOM image encryption signifies a critical milestone in ensuring the security and privacy of patient data 

in IoT systems for healthcare (Bhushan et al., 2024). By implementing secure key management practices 

and leveraging advancements in cryptography and IoT technologies, stakeholders can overcome the 

limitations of traditional techniques and establish robust security measures tailored to the unique 

requirements of healthcare IoT devices (Walker & Kim, 2023). Ultimately, enhanced encryption techniques 

will play a pivotal role in facilitating the delivery of high-quality healthcare services while safeguarding 

patient confidentiality and integrity (Sallam et al., 2023). 
 

 

2.   Related Works 
 

In the realm of IoT applications for healthcare, ensuring the security of medical images such as DICOM 

files is paramount. Traditional encryption methods, while robust, often prove inadequate for resource-

constrained IoT devices due to their computational demands. Consequently, chaos-based encryption has 

emerged as a viable alternative, leveraging the inherent unpredictability and sensitivity to initial conditions 

found in chaotic systems to provide secure yet efficient encryption solutions(Isaac et al., 2024). This review 

explores various studies that have investigated chaos-based encryption schemes for securing medical 

images in IoT environments. Sarosh et al. (2022) presented an image encryption scheme for healthcare 

applications but did not specify the encryption algorithm used, making it difficult to assess its effectiveness. 

Thalaimalaichamy et al. (2024) explored the use of chaos in fractals on FPGA, potentially offering good 

security with hardware acceleration, though details on its implementation for healthcare images are sparse. 

El-Shafai et al. (2022) proposed a neural SAE-based medical image cryptography framework, which could 

offer high security and adaptability but suffers from high computational complexity and the potential black-

box nature of neural networks. Masood et al. (2022) suggested a lightweight chaos-based medical image 
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encryption scheme using shuffling and XOR, which provides lower complexity and ease of implementation, 

though it might not be as secure as more complex schemes. Rehman et al. (2022) introduced a chaos-based 

privacy-preserving deep learning model that could enhance security for deep learning in healthcare 

applications. The model suffers from high complexity, Amara et al. (2023) introduced a new chaotic map 

for real-time medical imaging systems, promising good security with a novel approach, but detailed 

effectiveness and security analysis are lacking. Dash et al. (2023) presented an efficient Intra-Inter pixel 

encryption scheme, achieving good security by modifying pixel values, but it may be more computationally 

expensive than other lightweight techniques.  

Tiwari et al. (2023) proposed a fast encryption scheme for secure transmission of e-healthcare 

images using 2D logistic-sine chaotic map (2DLSCM). 2D logistic-sine chaotic map (2DLSCM) offers 

potentially strong encryption for resource-constrained devices but requires careful implementation to 

address potential weaknesses like periodicity and known-plaintext attacks. Baranwal et al. (2024) employed 

chaos to encrypt images with reconstruction through deep learning, potentially providing good security and 

reversibility, albeit with high computational complexity. KekhaJavan and Zare (2022) discussed the 

application of multi-state chaotic systems in the Internet of Medical Things, offering high security and 

complex dynamics, though with limited implementation details for image encryption. Chidambaram et al. 

(2024) developed a DNA-chaos governed cryptosystem for cloud-based medical images, offering 

potentially high security with a novel approach, although information on its effectiveness and 

computational demands is limited. El-Shafai et al. (2024) introduced a 3D chaos-based medical image 

cryptosystem utilizing a 3D chaotic map, which offers potentially high security and randomness. 

 Clemente-Lopez et al. (2024) developed a lightweight chaos-based encryption scheme that benefits 

from lower complexity compared to traditional chaotic systems but might not provide the same level of 

security as more complex schemes. Chaos-based encryption techniques present a promising alternative to 

traditional methods for securing medical images in IoT healthcare applications(Isaac, 2016). While many 

studies highlight the potential for high security and lower computational complexity, the specific 

implementation details and comparative effectiveness of these schemes remain areas for further research. 

As IoT devices continue to proliferate in healthcare, optimizing chaos-based encryption methods for these 

resource-constrained environments will be crucial for ensuring robust data security without compromising 

device performance 
 

3.   Methodology 
 

The proposed model, delineated in this section, introduces an augmented Seed Size to expand the seed 

dimension (p) and foster a larger and more secure key space. This augmentation substantially increases the 

complexity of brute-force attacks. The seed is enriched with additional system parameters derived from the 

chaotic system, thereby expanding the key space.  
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Fig.1: The operational principle of the proposed model 

 

Step 1: Seed Generation: The generation of the Seed assumes paramount importance within this stage. 

Given that the encryption scheme operates with a symmetric key, where a singular key facilitates both 

encryption and decryption, the seed generation phase plays a pivotal role. The consistency of key derivation 

and successful decryption heavily relies on this initial step. 
 

Seed Definition Phase: The proposed seed, denoted as S(⋅)∈Rp, has a dimensionality of p=9. This 

dimension integrates both the initial conditions for the chaotic system and the system parameters 

themselves, all represented in real numbers (R). 
 

Dynamic Seed Update Phase: To ensure consistent key generation, the initial condition is updated by 

leveraging the most recently generated solution set. This approach capitalizes on the advantageous 

properties of the 2D 4-scroll chaotic system. 
 

System Parameter Selection Phase: System parameters are meticulously selected to ensure appropriate 

chaotic behaviour and successful key generation. 

Step 2: Chaotic Sequence Generation: This step involves the computation of the solution of the 2D 4-

scroll chaotic system utilizing the generated seed. Emphasis is placed on achieving computational 

efficiency, particularly relevant for resource-constrained IoT devices. The utilization of Fixed-Point 

Arithmetic is deployed to minimize processing time. This involves performing all arithmetic operations 

using a 32-bit fixed-point digital representation. Typically, this representation allocates 5 bits for the integer 

component, 1 sign bit, and 26 bits for the fractional component. 

 

Step 3: Pseudo-Random Number Generation: This step involves the transformation of the chaotic 

sequences generated in the previous step into a cryptographically secure pseudo-random number sequence. 

This sequence serves as the foundation for key generation and potentially other cryptographic operations 

within the encryption scheme. 
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Combining Chaotic Sequences Phase: This phase encompasses the equation X=(x1⊕x2⊕x3)mod256, 

defining how the individual chaotic sequences (x1,x2,x3) are combined using the bitwise XOR (exclusive 

OR) logical operator (⊕⊕). The modulo operation (mod256) ensures a single-byte output (X) suitable for 

various cryptographic applications. 
 

Discarding Initial Transients Phase: Non-random initial values present at the beginning of the sequence 

are eliminated, with the first 1000 generated numbers being discarded. This enhances the overall statistical 

randomness of the resulting pseudo-random number sequence. The encryption scheme proposed in this 

study leverages advancements in efficient random number generation and algorithmic optimization. The 

utilization of the properties of the 2D 4-scroll chaotic system and the incorporation of an encrypted pseudo-

random number sequence render the model suitable for resource-constrained environments in IoT 

applications. Transforming Chaotic Sequences into a Cryptographically Secure PRNG with Bjørklund-

Demytko Function The transformation is achieved below: 
 

1. Combining Chaotic Sequences: 

Three chaotic sequences (x1(n),x2(n),x3(n)) are generated from a well-defined chaotic system. 

These sequences are combined using the bitwise XOR (⊕⊕) operator to create a new sequence, y(n): 

y(n)=x1(n)⊕x2(n)⊕x3(n) 

2. Modulo Operation: 

The combined sequence (y(n)) might have values outside the desired range. A modulo operation ensures 

all values fall within a specific range (typically 0 to 255): z(n)=y(n)mod256. 

3. Discarding Initial Transients: 

The first few iterations (T values) of the chaotic sequences might exhibit transient behaviour and not be 

truly random. These are discarded. The remaining sequence, denoted as w(n), is used for further processing:  

for w(n)=z(n+T), for n>T 

4. Cryptographic Strengthening with Bjørklund-Demytko Function: 

The Bjørklund-Demytko function is a lightweight non-linear combiner that improves randomness. It takes 

three bits (a,b,c) as input and outputs a single bit: u(n)=(a(n)⊕b(n))&(∼a(n)⊕c(n)) Here, a(n),b(n), and 

c(n) are individual bits extracted from the sequence w(n). The "&" represents the bitwise AND operation, 

and "∼∼" represents bitwise NOT. Applying the Bjørklund-Demytko function repeatedly to multiple 

overlapping triplets of bits from w(n) to generate a new sequence, v(n). This adds an extra layer of 

complexity and randomness. By combining the chaotic sequences, applying the modulo operation, 

discarding transients, and utilizing the Bjørklund-Demytko function, the chaotic data transforms into a 

cryptographically stronger PRNG suitable for resource-constrained environments. The specific chaotic 

system used, the number of transients discarded (T), and the way bits are extracted from w(n) for the 

Bjørklund-Demytko function can impact the randomness of the final sequence. Security analysis is crucial. 

4.   Results and discussion  

Table 1 presents the performance metrics for various image encryption models, including the PRESENT, 

SIMON, and LEA models, along with the proposed model based on the modified PRESENT-Chaotic Block 

Permutation algorithm. 
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Table 1: Results of all the models 

Metric PRESENT SIMON LEA Proposed 

PSNR 5.376 5.36 5.212 6.892 

Vertical Correlation 0.00123 0.00143 0.00133 0.0182 

Horizontal Correlation -0.146 -0.142 -0.137 -0.0132 

Diagonal Correlation 0.073 0.0735 0.0745 0.0625 

SSIM 0.182 0.183 0.172 0.175 

Entropy 15.48 15.79 15.89 15.469 

UACI 33.34 33.441 33.381 33.362 

 

Table 1, the proposed model achieved the highest PSNR value of 6.892, significantly outperforming the 

other models. This suggests that the proposed model maintains better image quality after encryption, which 

is beneficial for applications requiring high-fidelity image preservation. The proposed model had a vertical 

correlation of 0.0182, which is higher than the other models. This indicates greater predictability in the 

vertical direction, implying that the proposed model is less effective at reducing pixel correlation vertically. 

The proposed model had a horizontal correlation of -0.0132, which is also higher compared to the other 

models. This suggests that the proposed model is less effective at breaking pixel predictability in the 

horizontal direction, potentially reducing its encryption strength. The diagonal correlation for the proposed 

model was 0.0625, slightly better than the other models. This indicates improved performance in reducing 

diagonal pixel predictability, enhancing encryption effectiveness in this aspect. 

 The proposed model had an SSIM of 0.175, which is slightly lower than SIMON but higher than 

LEA. This suggests that the proposed model preserves structural details moderately well, balancing 

encryption strength and image quality. The entropy value for the proposed model was 15.469, the lowest 

among the models. This indicates slightly less randomness in the encrypted image, potentially affecting the 

overall security of the encryption. The proposed model had a UACI of 33.362, which is higher than 

PRESENT but lower than SIMON and LEA. This suggests a moderate change in pixel intensity, indicating 

effective but not optimal encryption strength. The proposed model shows promise in maintaining image 

quality (high PSNR) and improving diagonal correlation reduction. However, higher vertical and horizontal 

correlations, along with lower entropy, suggest areas for improvement in encryption robustness. 

Enhancements could focus on increasing randomness and reducing pixel predictability in all directions. 

Device manufacturers might benefit from the proposed model's ability to preserve image quality, making it 

suitable for applications where visual fidelity is crucial, such as medical imaging or high-definition video 

transmission.  However, improvements in encryption robustness are needed to ensure data security, 

especially for sensitive information. Stakeholders, including developers and users of encryption technology 

will benefit enhanced image quality and encryption strength. While the proposed model provides high 
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PSNR and good UACI, attention to reducing correlations and increasing entropy is essential for enhanced 

security. The findings present opportunities for further research into optimizing the PRESENT-Chaotic 

Block Permutation algorithm. Future work could explore techniques to lower pixel correlations and increase 

entropy, thus improving the overall security of the encryption method. Researchers can build on these 

results to develop more robust and secure image encryption algorithms. In summary, while the modified 

PRESENT-Chaotic Block Permutation algorithm as the proposed model shows significant potential, 

particularly in preserving image quality. Therefore, the Proposed model offered the best balance of security 

and efficiency for image encryption applications. 

 

5.   Conclusion 

The research methodology encompassed DICOM image acquisition, model development, and rigorous 

evaluation. The image encryption model was constructed using the modified PRESENT-Chaotic Block 

Permutation algorithm. This proposed model was enhanced through the integration of the modified 

PRESENT and Chaotic Block Permutation algorithms. The developed model was subjected to simulation 

and evaluation by comparing its performance to the PRESENT, SIMON, and LEA algorithms. The 

proposed model achieved a Peak Signal-to-Noise Ratio (PSNR) of 4.892, a vertical correlation of 0.0182, 

a horizontal correlation of -0.0132, a diagonal correlation of 0.0625, a Structural Similarity Index (SSIM) 

of 0.175, an entropy of 15.469, and a Unified Average Change Intensity (UACI) of 33.362, respectively. 

These results collectively demonstrate the suitability of the proposed model for DICOM image encryption 

applications in healthcare. 
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