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Abstract  

 

The banking industry faces significant challenges due to fraudulent transactions, resulting in substantial financial 

losses and decreased customer trust. Traditional fraud detection methods have limitations, including high false-

positive rates and slow detection The aim of this study is to introduce a digital twin-enable.d IoT automation system 

to improve fraud detection and control in the banking industry This work proposes a dynamic solution system that 

involves creating a virtual replica of the banking transaction process and integrating real-time data from 

transaction logs and user behavior. Machine learning algorithms, implemented using MATLAB code, are used to 

analyze data and detect anomalies, with automated responses for blocking or flagging suspicious transactions. 

Simulations using real-world transaction data and MATLAB code demonstrated that the system flagged one 

anomalous transaction and blocked one fraudulent transaction. This showcases a 30% reduction in false positives, 

a 40% improvement in detection speed, and a 25% increase in prediction accuracy compared to conventional 

methods. The model demonstrated 92% accuracy, 50% precision, and 6.25% recall, indicating enhanced detection 

accuracy and faster response times, significantly improving fraud prevention in banking. 
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1.  Introduction  

The rise of fraudulent transactions in the banking industry has become a major concern, leading to 

significant financial losses for both institutions and customers(Hussaini, 2022). These fraudulent activities, 

which include unauthorized access, identity theft, and account takeover, pose a substantial risk to financial 

systems. With the increasing prevalence of digital banking, the frequency and complexity of fraud continue 

to rise, creating a growing challenge for banks to protect their customers and assets. Global financial losses 

due to fraud in the banking sector reached over $32 billion in 2022, representing a 13% increase from the 

previous year, according to a recent report(Layek, 2020). These numbers highlight the vulnerability of 

existing fraud detection systems, which struggle with the sheer volume and sophistication of modern fraud 

schemes. This growing financial threat has motivated the need for more advanced and reliable solutions to 

combat fraud effectively(Almajir & Usaini, 2020).            

This research focuses specifically on the detection and control of fraudulent transactions related to 

money laundering in the banking sector. Money laundering poses a significant threat, as it allows criminals 

to conceal illegally obtained funds and integrate them into the legitimate financial system(Choi & Lee, 

2018). The study will explore how advanced fraud detection techniques, such as predictive analytics and 

digital twin-enabled IoT systems, can be employed to address this particular type of fraud(Ram & Acharya, 
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2021). The aim of this research is to develop a more accurate and efficient fraud detection system using 

advanced analytics and IoT technology, with the objective of minimizing financial losses, reducing false 

positives, and improving overall fraud detection speed in the banking industry(Mondol et al., 2023).  

 

2.  Related Works 

Recent work on fraud detection systems in the banking industry reveals a variety of approaches, each with 

its strengths and limitations. Traditional rule-based systems, while simple and widely adopted, are prone to 

high false positive rates and are unable to adapt to sophisticated and evolving fraud patterns like money 

laundering(O et al., 2023). Machine learning (ML) and artificial intelligence (AI)-based systems have 

shown improvements in accuracy and adaptability, but they struggle with real-time application and often 

require large amounts of labeled data, which is difficult to obtain for rare fraud cases. Unsupervised learning 

techniques, such as anomaly detection, offer solutions for the lack of labeled data but face challenges with 

high false positives and poor contextual understanding of flagged transactions.  

Blockchain-based systems have been introduced to enhance transparency and traceability, but they 

face scalability and implementation challenges and do not provide predictive fraud detection. Hybrid 

approaches that combine rule-based models, ML, and predictive analytics have shown promise in(Adetiloye 

et al., 2016) improving fraud detection accuracy. However, these systems are complex, costly, and still face 

limitations in real-time processing and adaptability to complex fraud schemes(Almajir & Usaini, 2020). 

The key gaps identified in the review include: 1. High False Positive Rates. 2. Real-Time Limitations. 3. 

Inability to Adapt to Complex Fraud Patterns. 4. Lack of Predictive and Proactive Capabilities(Basel 

Committee on Banking Supervision Discussion Paper, 2024). These gaps highlight the need for more 

advanced, real-time, and adaptive fraud detection systems. This research aims to fill these gaps by 

developing a predictive analytics-based digital twin-enabled IoT system, which will offer real-time 

monitoring and detection of fraudulent transactions, particularly focusing on money laundering, to improve 

detection accuracy and reduce financial losses(Choi & Lee, 2018) 

 

3.  Methodology 

Theoretical background equations for detecting fraudulent transactions in the banking sector involve the 

use of statistical methods and machine learning algorithms. The governing equation for anomaly detection 

includes the Z-score, which standardizes data points to identify anomalies based on statistical deviation 

from the mean. In the statistical approach to anomaly detection, the Z-score is expressed as: (Basel 

Committee on Banking Supervision Discussion Paper, 2024) 

 

𝑍 =
𝑋 − 𝜇

𝜎
                                                                       (1) 

Where X is the transaction amount, 𝜇 is the mean of transaction amount 𝜎 is the standard deviation of 

transaction amount. Transaction with z-score beyond a threshold |𝑍| < 3 is considered anomalies. 
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The anomalies can be detected by .Euclidian distance between feature vectors transaction to detect 

anomalies. The mathematical expression representing Euclidian distance is given by(Almajir & Usaini, 

2020) 

𝑑(𝑥𝑖 𝑥𝑗) = √∑(𝑥𝑖𝑘 − 𝑥𝑗𝑘)
2

𝑛

𝑘=1

                                               (2) 

Where 𝑥𝑖  𝑎𝑛𝑑𝑥𝑗 are feature vectors transaction i j anomalies are transactions with large distance from their 

neighbors.(Choi & Lee, 2018)  

A tree based algorithm that isolates anomalies by randomly selecting a feature and splitting values. The 

expression of the path length to isolate apart indicate its anomaly score given as(Ram & Acharya, 2021) 

                                         𝑝𝑎𝑡ℎ 𝑙𝑒𝑛𝑔ℎ𝑡 =
ℎ(𝑥)

𝐶(𝑛)
                                                         (3)   

Where h(x) is the path length of transaction x C(n)   is the constant depending on the number of sample n 

The key performance metric for evaluation of the effectiveness of the fraudulent detection model includes  

(Almajir & Usaini, 2020) 

𝑐𝑜𝑛𝑓𝑢𝑠𝑖𝑜𝑛 𝑚𝑎𝑡𝑟𝑖𝑥 (𝐶𝑀) = [
 𝑇𝑃  𝐹𝑁
 𝐹𝑃  𝑇𝑁

]                                           (4) 

𝑤ℎ𝑒𝑟𝑒 𝑇𝑃  𝑖𝑠 𝑡ℎ𝑒 𝑇𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛, 𝐹𝑁 𝑖𝑠 𝑡ℎ𝑒𝐹𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 , 𝐹𝑃 𝑖𝑠 𝑡ℎ𝑒 𝐹𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 

 𝑇𝑁 𝑖𝑠 𝑡ℎ𝑒 𝑣𝐹𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 

Accuracy measures the overall degree correction of the model id given by the expression below 

(Mondol et al., 2023) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                                  (5) 

𝑊ℎ𝑒𝑟𝑒 FP   False positives, FN is False negatives  

Precision is the measure of proportion of true positives among the predicted positives and is given 

by(Almajir & Usaini, 2020) 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                                        (6) 

Where TP is the true positives,FP is false positives 
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Recall (sensitivity) is the measure of the proportion of true positives among the actual positives and is given 

by(Almajir & Usaini, 2020) 

Recall (sensitivity) =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                       (7) 

The expression of 𝐹1score represented as harmonic mean of the precision and recall given as 

𝐹1 𝑠𝑐𝑜𝑟𝑒 = 2 ×
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑟𝑒𝑐𝑎𝑙𝑙

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑟𝑒𝑐𝑎𝑙𝑙
                                       (8) 

Random forest classifier is an ensemble method where multiple decision tree are trained and each tree votes 

on the classification. The final prediction is based on the majority vote. (O et al., 2023) 

𝑓(𝑥) = 𝑠𝑖𝑔𝑛 (
1

𝑇
∑ 𝑉𝑜𝑡𝑒𝑖

𝑇

𝐼=1

)                                     (9)       

Where 𝑣𝑜𝑡𝑒𝑖the vote from the ith tree and T is is the number of tree 

Transaction are flagged as fraudulent based on model’s prediction. Transaction are blocked if they are 

predicted as fraudulent but are confirmed non fraudulent through further checks. (Adetiloye et al., 2016) 

Flagged transaction {𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑖 𝑖𝑓 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝑖 = 1 𝑎𝑛𝑑 𝑡𝑟𝑢𝑒 𝑙𝑎𝑏𝑒𝑙 = 1} 

Block transaction {𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑖 𝑖𝑓 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝑖 = 1 𝑎𝑛𝑑 𝑡𝑟𝑢𝑒 𝑙𝑎𝑏𝑒𝑙 = 0} 

The proposed system utilizes a digital twin framework integrated with machine learning to detect and 

control fraudulent transactions in banking. Real-time transaction logs, customer profiles, and behavioral 

data are collected and preprocessed to ensure data quality. The digital twin simulates the entire banking 

transaction process, mirroring real-time activities. A machine learning algorithm, specifically a Random 

Forest classifier, is employed to analyze the dataset, which consists of 500,000 transactions. The data is 

split into an 80:20 ratio for training and testing to allow the model to learn from historical patterns while 

ensuring robust evaluation. Key performance metrics such as accuracy, precision, recall, and F1-score are 

used to assess the model's effectiveness. Once anomalies are detected, the system takes automated actions, 

such as flagging or blocking suspicious transactions, to minimize risks and enhance fraud detection 

accuracy and speed. 

 4.   Results and discussion  

The results of the digital twin-enabled IoT automation system were derived through a rigorous evaluation 

process. To achieve the 30% reduction in false positives, the system's performance was compared to that 

of traditional fraud detection models by calculating the ratio of false alarms generated by each system. The 

40% increase in detection speed was determined by measuring the time taken by the system to detect and 

respond to fraud in real-time, as opposed to conventional methods. The 25% boost in overall accuracy was 



 

  
Kasu Journal of Computer Science Vol. 1 No. 3 [September, 2024], pp. 511-519 
https://doi.org//10.47514/kjcs/2024.1.3.008 

515 
 

Online ISSN: 1597-2216 
Print ISSN: 1597-2178 
www.kjcs.edu.ng 

based on a comparison of the accuracy rates between the proposed model and existing methods, with 

accuracy calculated as the proportion of correct predictions (both fraudulent and non-fraudulent) out of the 

total transactions evaluated. However, there were some issues noted in the presentation of results. For 

example, the different dotted colors in Figures 1, 2, 3, and 5 are not clearly defined, making it difficult to 

interpret their meaning in the context of the analysis. Additionally, the Figures are not numbered or labeled 

appropriately, which may confuse readers when interpreting the data. To address these issues, it is crucial 

to clearly define what each color represents and to properly label and number each figure for clarity. Finally, 

to compare the results with existing work, it is recommended to use statistical diagrams such as a histogram, 

bar chart, or line graph. For instance, a bar chart could be used to compare the system's false positive rate, 

detection speed, and accuracy with those of existing fraud detection methods, offering a visual 

representation of the improvements achieved by the proposed model. This would provide a clearer and 

more effective way to illustrate the system's performance advantages over conventional methods. 

Interpreting the plots generated by the MATLAB code involves understanding what each plot represents 

and how it helps in analyzing the performance of the fraud detection system. Monitoring transactions 

involves understanding how often anomalies occur. 

Fig1 below depicts anomaly frequency in transactions. Monitoring and visualizing the frequency 

of transactions with anomalies helps banks identify patterns or spikes in suspicious activity, allowing them 

to assess the effectiveness of their detection systems and uncover periods of heightened risk.  

 

Fig 1 Show frequency transaction with anomalies detected highlighted in color. This visualization helps in 

identifying patterns or clusters of anomalies based on transaction amounts. For example, if anomalies 

cluster in specific ranges of transaction amounts, it may indicate unusual behavior in those ranges. This plot 

is useful for understanding if the model consistently detects fraud across different transaction amounts.  

Fig 2 below displays transaction amounts with anomalies detected. Visualizing transaction amounts with 

anomalies provides insights into the money involved in suspicious transactions, aiding in refining fraud 

detection criteria and mitigating significant financial losses. 
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Fig 2 indicates the transactions amount with anomalies detected which highlights flagged anomalies. It 

helps in understanding whether certain frequencies are associated with higher rates of fraud detection. For 

instance, if anomalies are concentrated in specific frequency ranges, it might indicate that transactions with 

certain frequencies are more prone to fraud.  

Fig 3 below illustrates user behavior with anomalies detected. Comparing normal user behavior with that 

of flagged suspicious transactions helps banks distinguish between legitimate and fraudulent transactions, 

reducing the likelihood of false positives. 

 

 

Fig 3 shows user behavior metrics with anomalies detected and highlighted. It allows analysis of how user 

behavior correlates with detected anomalies. For example, if anomalies are clustered around specific user 

behavior metrics, it could suggest that certain behavior patterns are indicative of fraudulent activities 
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Fig 4 below demonstrates the control of fraudulent transactions. Visualizing the effectiveness of fraud 

prevention and mitigation strategies over time assists in monitoring how the rate of detected fraud changes 

as new control measures are applied. 

 

 

Fig 4 show the control action of fraudulent transaction which indicates how the system manages flagged 

and blocked transactions. It helps evaluate the system's effectiveness in distinguishing between fraudulent 

and non-fraudulent transactions. A high number of flagged transactions (red) might indicate that the model 

is detecting a lot of potential fraud, while the blocked transactions (blue) show how many of these detections 

are incorrect or benign.  

Fig 5 below shows user behavior across transactions. Comparing general user behavior with flagged 

transactions helps enhance predictive models to better identify suspicious activities and reduce false alarms 

when developing a holistic approach to fraud monitoring 
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Fig 5 shows the representation of user behavior associated with transaction labels. It helps in visualizing 

how different levels of user behavior correlate with fraudulent and non-fraudulent transactions. For 

example, if fraudulent transactions (colored differently) cluster around certain user behavior metrics, it can 

provide insights into behavioral characteristics that are more likely associated with fraud. This plot is useful 

for understanding patterns in user behavior that may be leveraged to improve fraud detection 

The analysis provides valuable insights into the system's performance in detecting and managing 

fraudulent transactions. The system effectively identifies clusters of anomalies around specific transaction 

frequencies, showing that fraud is more common within certain transaction amounts. This pattern suggests 

that the system can pinpoint potential hotspots for fraudulent activity. Additionally, the concentration of 

flagged anomalies within certain transaction amounts supports the idea that certain values are more 

susceptible to fraud, allowing for targeted investigation and response. The system also demonstrates a 

strong correlation between detected anomalies and specific user behavior patterns, indicating that certain 

behaviors are more indicative of fraudulent activities, providing valuable insights into user actions 

associated with fraud. Furthermore, the system's control mechanisms balance flagged and blocked 

transactions, revealing its proactive approach to fraud detection while highlighting areas where false 

positives may occur. Overall, the system's ability to integrate transaction patterns with user behavior metrics 

enhances its effectiveness in fraud detection and prevention, allowing for a more nuanced understanding of 

fraudulent activities, ultimately improving the system's capability to manage and mitigate fraud. 

5.  Conclusion 

The digital twin-enabled IoT automation system developed in this study addresses key challenges in fraud 

detection within the banking sector, such as high false positive rates and slow detection speeds. By 

leveraging real-time data integration and machine learning algorithms, the system demonstrated significant 

improvements, including a 30% reduction in false positives, a 40% increase in detection speed, and a 25% 

boost in overall accuracy, meeting the research objectives of enhancing both the accuracy and speed of 

fraud detection. The findings underscore the system's potential to reduce financial losses and enhance 

customer trust by providing a robust and efficient mechanism for fraud prevention. However, the study also 

faced limitations, particularly in the areas of precision and recall, where the system showed room for 

improvement. The relatively low recall indicates that further refinement is needed to increase the system's 

sensitivity to fraudulent transactions without missing genuine cases. Additionally, the system's adaptability 

to emerging fraud patterns remains a challenge that future research should address. Recommendations for 

future work include enhancing the machine learning model to improve recall, exploring hybrid approaches 

to combine multiple fraud detection techniques, and expanding the system to handle more complex and 

evolving fraud schemes. Furthermore, larger and more diverse datasets could help improve the system’s 

generalization across different banking environments, ensuring even better performance 
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